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Overview

This guide details the steps required to set up Okta with SonicWall Cloud Secure Edge (CSE) to enable policy
enforcement and Passwordless authentication for any SaaS app.

How It Works
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In the IDP-routed authentication flow, you configure your Okta to federate authentication requests to CSE.
CSE provides policy enforcement and can also perform Passwordless authentication.

Prerequisites

* Configure Okta for CSE Service Access to create a directory of users for accessing CSE services
* Configure Okta for CSE Device Registration to enable device registration with Okta

Steps
1. Create a SaaS Application in CSE

Organizations can create one IDP Routed SaaS App for all Okta applications or create multiple IDP
Routed SaaS apps for groups of applications such as High Security vs Medium Security.

1.1 Navigate from Private Access > Access Policies > + Create Policy, and then select Web Policy.
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INFRASTRUCTURE

Manage Services >
MANAGE SERVICES

o s SaaS Applications
& Infrastructure
& saas Applications Q
STATUS SERVICE NAME TveE AUTH PROTOCOL POl
0 Policy Enforci Banyan-first-SaaS-app Banyan Federated oic TCP-Med to High
Policy Permis: OneLogin SAML IDP Routed SAML TCP-Med to High

1.2 Select IDP Routed for Okta to route to CSE.

Publish SaaS Application X

Banyan Policies determine which user or workload entities have authorized access ta resources of a Service, based on their Role. Choose
atype to create below.

IDP Routed
ecure Saa$ Appiications by federating your Identity Provider to Banyan for Device Trust. Authentication will be
completed by your organizations Identity Provider.

Banyan Federated

Directly federate a SaaS application to Banyan using SAML or OIDC ta define Zero Trust policies at an application level,

Authentication will be routed to your organizations Identity Provider.

1.3 Name the SaaS app and verify the IDP redirect URL.

1.4 Attach a web policy and set enforcement mode.
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B

1.5 Register.

The next screen will give you the details you need to set up Okta to use CSE to enforce your policies.

B
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Hosted Websites
Infrastructure
Saas Applications

Service Tunnels

Inventory

Hosted Websites
Infrastructure
Saas Applications

Service Tunnels

Inventory

MONITOR ~ MANAGE SERVICES  SECURE ACCESS

Manage Se

» Saas Applications >

Register IDP Routed Service

SERVICE DETAILS

DIRECTORY & INFRASTRUCTURE

DP Routed Service Name

Okta Applications.

iption (optional)

AUTHENTICATION FEDERATION

Whieh authentication protocol wil this IDP Routed Application use?

oDC  SAML

Redirect URL

ADVANGED CONFIGURATION (OPTIONAL)

ATTACH POLICY

Attach a policy (optional)

Saas-High Trust Devices

Choose an enforcement mode:

Permissive  Enforcing

MONITOR ~ MANAGE SERVICES  SECURE ACCESS

Manage

» 5335 Applications >

Register App

Almost Done!

To complete registration for this Saa$ Application, please see the docs

DIRECTORY & INFRASTRUCTURE

You'll need the config information shown below.

Configuration Information for your SaaS App Client

App Client Name

Ciient ID

Ciient Secret

Redirect URL

Okta Applications.

F7AreZx_CfREUUGAY2IZAXUIXr1ByYaKuATMBSYrubY

b7UFWOJESCBWCOWL2126H]VGoEcgao0dbFKad QeXX-s

V/authorize/

Your Global OpenID Connect Settings

ssuer URL

Authorization Endpoint

Token Endpoint

JWKS Endpoint

Userlnfo Endpaint

QIDC Discovery Endpoint

Scope

https:/j

https:/]

https://

https:/]

https:/|

https:/]

trust-preview.banyanops.com/v2

trust-preview.banyanops.com/v2auth

trust-preview.banyanops.com/v2/token

1.trust-preview.banyanops.com/v2/.well-}

trust-preview.banyanops.com/v2fuserin

trust-preview.banyanops.com/v2/.well-+

openid profile groups email

2. Add CSE as an Identity Provider in Okta

2.1 Navigate from Security > Identity Providers, and then select Add Identity Provider.

2.2 Select Add OpenID Connect IdP and select Next.
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okta

Dashboard
Directory
Customizations
Applications
Security
General
Healthinsight
Authentication
Multifactor
Identity Providers
Delegated Authentication
Networks
APl
Workflow
Reports.

Settings.

Q Search..

Identity providers / Select provider

Select an identity provider

©

Select Provider

’

. € piscord

Apple IdP Discord IdP

v GitLab Go g|e

GitLab IdP Google IdP
OpenlD '

OpenlD Connect I... PayPal IdP

>

Salesforce IdP Smart Card IdP

[u]=)
[s[s}

© Okta help

facebook O

Facebook IdP GitHub IdP

B2 Microsoft

Linked [

Linkedin IdP Microsoft IdP

P 5 SAML

PayPal IdP (Sandb... SAML 2.0 IdP

@ Spotify xero

Spotify IdP Xero ldP @

2.3 Name the Identity Provider CSE Policy Engine and enter the config field values you obtained in Step 2.5

above.

okta

Dashboard
Directory
Customizations
Applications
Security
General
Healthinsight
Authentication
Multifactor
Identity Providers
Delegated Authentication
Networks
API
Workflow
Reports.

Settings.

Q search...

Identity providers / Configure

Configure OpenlD Connect IdP

©

[u]n)
0o

@ Okta help

Select Provider

General Settings

Name

Banyan Policy Engine

Client ID

XV3208ikSvm2WBxfTqEENTknpS2Z2h5IgMDREUePtPM

Client Secret

Scopes.
QIDC Scopes
Endpoints
Issuer
https:/) trust-preview.banyanops.com/v2

Authorization endpaint

hitps:// ‘trust-preview.banyanops.com/v2fauth

Token endpoint

https:// rust-preview.banyanops.com/v2/token

JWKS endpoint

hitps:/ preview.banyanops.

Userinfo endpoint (optional)

®

Configure

General Settings
View the OpenD Connect IdP setup instructions.

[ | Alfelds are required to add thisidentiy provider unless
marked optional.

hitps:/| trust-preview.banyanops.com/v2/userinfo

3. Add a CSE Fallback Routing Rule

Since all Okta authentication traffic can eventually be federated, you need to ensure that flows involving the
CSE Device Registration App Integration bypass federation so that users are not forced into infinite redirect

loops.

http://127.0.0.1:4000/docs/securing-public-applications/okta/idp-federation/index.html
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3.1 Navigate from Security > Identity Providers > Routing Rules.
3.2 Add a Routing Rule called CSE Fallback Routing.
3.3 Select the CSE Device Registration SaaS Application.

3.4 Select Okta as the identity provider.

Edit Rule

Rule Name

Banyan Fallback Routing

Anywhere

Manage configuration for Networks

O Anydevice

Any of these devices:

Any application
© Any of following applications:

AND  User matches

THEN  Use this identity provider Okta

Manage configuration for IWA

Update Rule Cancel

3.5 Ensure the routing rule has been activated.

4. (Optional) Route Specific Okta Applications to CSE

This step will only protect SP-initiated flows for certain selected applications and not flows that start
from the Okta dashboard. Routing specific applications is recommended for testing and as part of a
broader phased roll out.

4.1 Navigate from Security > Identity Providers > Routing Rules.

4.2 Add a routing rule called CSE Policy Engine Routing, and select the SaaS applications that you wish to
secure with CSE Policies.

4.3 Select the CSE Policy Engine identity provider you created in Step 3.

4.4 Select the specific applications that you wish to secure with CSE.

Warning Do not select “Any application” when you set up the routing rule here until you are ready to
Route All Applications and the Okta Dashboard to CSE
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Add Rule

Rule Name

Banyan Policy Engine Routing

IF User'sIPis

AND  User's device platform is

AND Useris accessing @

AND  User matches

THEN  Use this identity provider

Anywhere

Manage configuration for Networks

© Anydevice
Any of these devices:

Any application
© Any of following applications:

Application & Label

L

Anything

Banyan Palicy Engine

Manage configuration for Identity Providers

Manage configuration for IWA

4.5 Ensure that the routing rule has been activated.
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Now, specific SaaS application traffic is routed to CSE for policy enforcement. A summary of your Okta Routing

Rules is as follows:

okta

Dashboard ~

Directory ~

Customizations v

Applications ~

Security ~
General

Healthinsight

Authentication

Multifactor

Identity Providers

Delegated Authentication

Networks

Behavior Detection

Administrators

API
Workflow ~
Reports v
Settings. ~

Routing Rule

1. CSE Fallback Routing
2. CSE Policy Engine Routing

3. Default Rule

Q search...

@ Identity Providers

Identity Providers

Add Routing Rule

Routing Rules

Banyan Fallback Routing

Banyan Policy Engine
Routing

3 DefaultRule

52022 Okta, Inc. Privacy

[u]n)
0o

Banyan Fallback Routing

IF UsersIPis Anywhere

Manage configuration for Networks

AND  User's device platform is Any device

Any of these devices:

AND User is accessing @ Any application

Any of following applications:
Banyan Device Registration

AND User matches Anything

THEN  Use this identity provider Okta

Manage configuration for Identity Providers

Manage configuration for IWA

Version 2022.03.2 C OP1 Preview Cell (US)

CSE Device Registration Provider

Any Application

Any Application
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Status site Download Okta Plugin

@ Help

7 Edr

Feedback

Applications to Route IDP to Route to

Okta
CSE Policy Engine

Okta
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5. Route All Applications and the Okta Dashboard to CSE
5.1 Confirm CSE Web Policy attributes

— A policy in xxenforcement*xx will not allow any fallback for devices that don't meet trus
— A policy in skpermissivex* will allow for a fallback for users that are not registered.

5.2 Update the CSE Policy Engine Routing Rule to route all application traffic.

Edit Rule

Rule Name

Banyan Policy Engine Routing

Anywhere

Manage configuration for Networks

AND User's device platform is © Anydevice

Any of these devices:

AND Useris accessing @ © Anyapplication
"Any of following applications:

AND  User matches Anything

THEN  Use this identity provider Banyan Policy Engine

Manage configuration for Identity Providers

Update Rule Cancel

Manage configuration for IWA

Now, all Okta authentication traffic is routed to CSE for policy enforcement. A summary of your Okta Routing
Rules is as follows:

Routing Rule Applications to Route IDP to Route to

1. CSE Fallback Routing CSE Device Registration Provider Okta
2. CSE Policy Engine Routing Any Application CSE Policy Engine
3. Default Rule Any Application Okta

Additional Configurations

Enable Passwordless

Passwordless is recommended to provide an optimal user experience when accessing applications on
CSE registered devices. If Passwordless is not enabled, end users will default to Okta’s authentication
methods.
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Passwordless authentication with CSE leverages the fact that the trusted Device Certificate includes the user’s
email address inthe UserPrincipalName SAN extension field.

When Passwordless is enabled, the device certificate that is presented during device trust will be used to
extract the user who is attempting to authenticate. The identified user will be issued a TrustToken without
requiring username and password. The user will then proceed with Okta's authentication configurations for
the user selected application

1. Edit the existing Okta SaaS app.

2. Enable Passwordless Authentication.

& Hosted Websites Edit IDP Routed Service

& Infrastructure

| o

ssssssssssss

IDP Routed Service Name

Okta Applications

Phased Roll out Solution Guide

Admins typically need to phase the roll-out of CSE device policies for Okta applications. CSE provides 2
capabilities that support a phased roll out - (1) support for unregistered devices and (2) the ability to set up
policies in permissive mode.

Review a prescriptive roll-out process in our Solution Guide on enforcing device trust for Okta applications so
you can get visibility into how your CSE rollout is progressing without blocking users and devices immediately.

Exempting Specific Users from CSE Policies

In the setup above, all users will get routed to CSE for policy enforcement. You can use leverage the same
Okta Routing Rules to exempt specific types of users from CSE policies. We recommend using a user’s login
attributes (not network zones via Source IP address matching or device platform via browser sniffing) to
exempt users.

1. Add a routing rule called CSE Exempt Users Routing, and set the match rules based on the attributes of
the users to exempt. Select Okta as the identity provider.

http://127.0.0.1:4000/docs/securing-public-applications/okta/idp-federation/index.html 9/13


http://127.0.0.1:4000/docs/manage-users-and-devices/passwordless/
http://127.0.0.1:4000/docs/manage-users-and-devices/managed-registered-unregistered/
http://127.0.0.1:4000/docs/administer-security-policies/
http://127.0.0.1:4000/docs/administer-security-policies/
http://127.0.0.1:4000/docs/solutions/security/okta/
https://help.okta.com/en-us/Content/Topics/Security/configure-routing-rules.htm

4/15/26,2:59 PM Use IDP Federation to enforce zero trust policies on all SaaS Applications integrated with Okta - SonicWall Cloud Secure Edge Documentation

Edit Rule
Rule Name
Banyan Exempt Users Routing 2]
IF User'sIPis Anywhere
Manage configuration for Networks
AND User's device platform is © Anydevice
Any of these devices:
AND User is accessing @ © Any application

Any of following applications:

AND User matches User attribute

userType + | Contains + | Exempt

THEN Use this identity provider Okta ’

Manage configuration for IWA

Update Rule Cancel

2. Place this routing rule above the CSE Policy Engine Routing rule

= okta ©)

Q search...

0o
0o
<

Add Routing Rule

1 Banyan Fallback Routing

Active ¥

[ # Edit ] [ X Delete

Banyan Exempt Users Routing

2 Banyan Exempt Users
Routing IF UsersIPis Anywhere
Manage configuration for Networks

3 Banyan Policy Engine
Routing AND User's device platform is Any device

Any of these devices:

4 Default Rule
AND User is accessing @ Any application

Any of following applications:

AND User matches User attribute

userType Contains Exempt

THEN Use this identity provider Okta
Manage configuration for Identity Providers

Manage configuration for IWA

The summary of your Okta Routing Rules is then as follows:

Routing Rule Applications to Route IDP to Route to

1. CSE Fallback Routing CSE Device Registration Provider Okta
2. CSE Exempt Users Routing Any Application Okta
3. CSE Policy Engine Routing Any Application CSE Policy Engine

4. Default Rule Any Application Okta
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Exempting Non-Saa$S Applications from Passwordless

By default, enabling passwordless for Okta will apply to all CSE service access flows. To exempt Hosted
Websites and CSE app authentication for Infrastructure Services and Service Tunnels from leveraging

passwordless, complete the following steps:

1. Edit the CSE Fallback Routing rule in Okta

2. Add the CSE TrustProvider application to the rule and Save.

Now, all Hosted Websites and CSE app authentication for Infrastructure Services and Service Tunnels will not
go through CSE Passwordless and leverage Okta for authentication. A summary of your Okta Routing Rules is

as follows:

okta

Dashboard
Directory

Customizations

Applications.

Security

General

Healthinsight

Authentication

Multifactor

Identity Providers

Delegated Authentication

Networks

Behavior Detection

Administrators

API

Workflow

Reports

Add Rule

Rule Name

Banyan Fallback Routing

AND  User's device platform is

AND Useris accessing @

AND  User matches

THEN  Use this identity provider

Anywhere

Manage configuration for Networks

© Anydevice
Any of these devices:

Any application
O Any of following applications:

Application & Label

@ Banyan Device Registration
x
@ Banyan TrustProvider
x
Anything
Okta
T TOTTTETTTy T

Manage configuration for IWA

m Cancel

Q Search..

& ldentity Providers

Identity Providers  Routing Rules

Add Routing Rule

£ 1 Banyan Fallback Routing

£ 2 Banyan Policy Engine
Routing

3 Default Rule

Banyan Fallback Routing

AND  User's device platform is

AND Useris accessing @

AND  User matches

THEN Use this identity provider
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@ Help

Manage configuration for Networks

Anywhere

Any device

Any of these devices:

Any application
Any of following applications:

Banyan Device Registration, Banyan TrustProvider

Anything

Okta

Manage configuration for Identity Providers

Manage configuration for IWA
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Routing Rule Applications to Route IDP to Route to

1. CSE Fallback Routing CSE Device Registration Provider, CSE TrustProvider Okta
2. CSE Policy Engine Routing  Any Application CSE Policy Engine
3. Default Rule Any Application Okta

IDP-based Sign On Policy

When using Authentication Sign On rules (specifically MFA) in Okta, and when using third-party IDP and
routing rules for SaaS applications, Okta creates an MFA challenge for each IDP in the authentication chain.
This results in end users being prompted twice for MFA challenges.

To avoid this undesired end user experience, Okta has a feature (available in early access) that allows the Okta
admin to specify which IDP the Authentication Sign On rule(s) will apply to, such as “Okta”".

To configure this early access feature:

1. Navigate from Security > Authentication > Sign On.

Classic Ul ¥ (Q Search people, apps B. Power Banyan-dev-905209 Help and Support  Sign out

okl:ct Dashboard  Directory ~ Applications | Security. | Workflow Reports ~ Settings  Slpgrade: My Apps @

General

@ Authentication Q Help

ght
Passw°<_—

Authentication

Identity Providers
Add New Password Policy

Delegated Authentication

1 Default Policy Networks / Edi
Default P¢ - It

Administrators

Description | API ty applies in all situations if no other policy applies.

Assigned to groups ‘ O Everyone ‘

AUTHENTICATION PROVIDERS

Applies to Okta

PASSWORD SETTINGS
Minimum length 8 characters

‘Complexity requirements /| Lower case letter

2. Edit an existing sign-on policy, and then add a new rule.
3. Locate the field AND Identity Provider, and then select Okta.
If you do not see the AND Identity Provider option, you'll need to file a ticket to Okta Support to

“Enable feature - IdP-based sign on policy”. Okta Support will typically enable this feature for you within a
few hours.
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t+ Classic Ul ¥ Q Search people, apps

okta DESHBOSIANNDIE Edit Rule

B. Power Banyan-dev-905209

@ Authentication Rule Name
Off Network m
Sign On
Exclude Users
Exclude Users
Session Cookie IF UsersIPis Not in zone v 3
NS N o N F
Default Policy
Identity provider is N
Authenticates via
Okta
THEN Access is Specific IdP
Prompt for Factor
Manage 1s for
() Per Device |
(® Every Time
() PerSession
Session expires after 2 [Hous |
CLOUD SECURE EDGE
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Help and Support Sign out

My Apps @

@ Help

/ Edit X Delete

Actions
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