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Apply Device Policies on SaaS Applications

This article will show you how to enable device-based access control policies on a SaaS application using
Cloud Secure Edge's zero-trust security framework
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Scenario

For this guide we have a public internet-facing web application - typically a multi-tenant Software-as-a-Service
(SaaS) Application - that supports user authentication using OpenlID Connect (OIDC).
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We assume your end users have been added to your Cloud Secure Edge (CSE) directory, and that they have
the latest desktop or mobile app installed on devices from which they will access this application.

This guide primarily refers to OIDC-enabled SaaS applications. However, CSE also supports SAML-
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enabled SaaS Applications and the same steps can be extended to SAML-enabled SaaS applications.

Setup

The setup is as follows:
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1. The SaaS Application we'll secure supports OpenID Connect (OIDC) for authentication.

_________________________________________________________________________________________________________________

2. We have the SaaS Application’s authentication Redirect URL (aka Callback URL) and have rights to
configure its OIDC settings.

Note: CSE is NOT a primary Identity Provider; instead the Banyan TrustProvider component federates to
your organization’s Identity Provider upon every login. CSE then evaluates security posture against
access policies.

Steps

We will add a security policy to the SaaS Application in 4 steps.

Step 1. Create a Policy for SaaS App Access

1.1 Navigate to Private Access > Access Policies, and select + Create Policy. Then select the Web Policy
template.
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Create New Policy X

Banyan Policies determine which user or workload entities have authorized access to resources of a Service, based on their Role. Choose
atype to create below.

Pl Web Policy
63

hoidll Create a policy for user access to hosted web services and Saa$ applications

=) TcP Policy

S Create a policy for user access to infrastructure services

K Custom Policy (JSON)
For advanced use cases, define a policy in JSON.

1.2 Name the policy quickstart—-user—-saas.

Also set the policy attributes for minimal controls:

* Only allow access from the following role: ANY
* Only allow users and devices with the following Trust Levels: No Trust Level - ignore TrustScore

BANYAN MONITOR ~ MANAGE SERVICES SECURE ACCESS DIRECTORY & INFRASTRUCTURE

SECURITY

Secure Access > Policies >
SECURE ACCESS

© Policies Web Policy

& Roles
POLICY DETAILS

Policy Name banyan-first-saas

Description Banyan Federated
POLICY ATTRIBUTES

Only allow the following role(s):

v
ANY x
Only allow users and devices with the following Trust Levels:
No Trust Level - ignore TrustScore v

Create Policy

Step 2. Create the SaaS Application

2.1 Navigate from Internet Access > SaaS Apps, and then select + Publish SaaS Application.
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Manage Services > c
o - Saa$S Applications
» v
satus seavice NWE et AuUTH pROTOCOL poLICY ATTAGHED LasT upoATED
0 Policy Enforci Banyan-first-SaaS-app Banyan Federated oic TCP-Med to High 7/19/2021, 8:11:21 AM
Policy Permis: ©OneLogin SAML 1DP Routed SAML TCP-Med to High 4/26/2021,12:09:20 PM
2 << Pagetott > >

2.2 Select Banyan Federated to route to CSE first.

Publish Saa$ Application

IDP Routed

2.3 Name the SaaS App quickstart-saas—app and set the attributes:

* select the authentication protocol to be 0IDC
e setthe Redirect URL to the well-known Redirect URL provided by the SaaS application you are
securing

You can also configure device policies on SAML-enabled SaaS Applications.
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2.4 Attach the quickstart-user—saas policy we had previously created and set enforcement mode to
Enforcing.

BANYAN

St MONITOR ~ MANAGE SERVICES ~ SECURE ACCESS DIRECTORY & INFRASTRUCTURE 2 0 @

Manage Services > Saas Applications >

Register Banyan Federated SaaS Service

£ Hosted Websites

& Infrastructure
SERVICE DETAILS

I © Saas Applications

Saas Application Name  quickstart-saas-app

Description (optional)

AUTHENTICATION FEDERATION

ATTACH POLICY

quickstart-user-saas v
Choose an enforcement mode:
Permissive | Enforcing

2.5 Select Register. The next screen will give you the details you need to enter into your SaaS app.

BANYAN . o 2
SEalR MONITOR MANAGE SERVICES  SECURE ACCESS DIRECTORY & INFRASTRUCTURE & o @&

B Hosted Websites ReQISter App
& Infrastructure A|m°st Done!
| & seas appications

To complete registration for this Saa$ Application, please see the docs . You'll need the config information shown below.

Configuration Information for your SaaS App Client

quickstart-saas-app 18 Copy

Client ID LBJPF4XmKL3Z2HIKni2pSQSrdSy64tbrF75GnxVOaEM 1 Copy
Client Secret aJHIXUHIMyFYXFGrDAfWBY7FuWOq4kUmpEq7-kKvrmo I Copy
ect URL = 10259.0kt ¥ Copy

Your Global OpenID Connect Settings

ssuer URL https://richorg.trust-preview.banyanops.com/v2 18 Copy
Authorization Endpoir t-preview.b 1B Copy
Toke banyanop: 18 Copy

b ps.com/v2/. 18 Copy
Userlnfo Endpoint t-preview.banyanop: B Copy
0IDC Discovery Endpoint st-p banyanops.com/v2/. 1B Copy
Scope openid profile groups email 18 Copy

Step 3. Configure your OIDC-enabled Saa$S app to use CSE for
authentication

3.1 Fill in the data from the Command Center for the SaaS app you are securing.
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S

RULE ID

last arn...077137c238bb6ca3 ¥

IF (all match) THEN

+ Requests otherwise not routed 1. Authenticate Learn more (&' o

OIDC v

Issuer

https://issuer.trust-net.banyanops.com |

Authorization endpoint

https://myorg.trust-net.banyanops.com/auth

Token endpoint

https://myorg.trust-net.banyanops.com/bnn/token

User info endpoint

https://https:/issuer.trust-myorg.banyanops.com/us¢

Client ID
61Ah0OTJtrPxJZ7yWoQGUq1qOB5sjCQYtMbJPzaZ

Client secret

Keep track of your client secret. It is required when modifying any
rule with an authenticate-oidc action.

» Advanced settings (ALB defaults unless specified)

» Extra request parameters (optional)

©

# 2. Forward to i
to-nginx: 1 (100%)
Group-level stickiness: Off

Step 4. Navigate to the SaaS app and login in via OIDC

4.1 Now, you can navigate to your SaaS app and authenticate. You will be taken to your Identity Provider to
login while, behind the scenes, CSE is evaluate device posture and enforcing your security policies.
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