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IDP Routed SaaS Applications

Use IDP routing capabilities in your Identity Provider to enforce Cloud Secure Edge Policies on your SaaS

applications
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This topic details IDP Routed authetication to secure your SaaS apps; in this technique, the SaaS
Application is configured for SAML/OIDC authentication using your Identity Provider and your Identity
Provider is configured to federate to Banyan's TrustProvider component. Zero Trust policies are defined
for groups of SaaS applications you route via IDP Federation logic. You can also configure CSE-federated

authentication to secure your Saa$S apps.

How It Works

The diagram below provides a conceptual overview of how you can use Cloud Secure Edge (CSE) via Identity

Federation for Device Policies on SaaS Apps.
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In the Normal Single-Sign-On flow, your SaaS application redirects to your Identity Provider to authenticate
the user.

In the IDP-first authentication flow, you configure your Identity Provider to federate authentication requests to
Cloud Secure Edge’s TrustProvider component. Since the Cloud Secure Edge (CSE) is now in the authentication
flow, it is able to enforce zero-trust security policy.

The step-by-step flow is detailed in the diagram below:

User & Device SaaS Application

o Browser request to Application

@ Access SaaS App
SSO Login i
o page e o Generate TrustToken based ° Redirect to SSO
@ on device status & access policy
o Redirect to TrustProvider
User Access via IDP Routing Rules
provides Token
Credentials
e Redirect to SSO
Single Sign-On

Provider

Device
Trust Policy Trust IR Manager
Provider Engine Scoring ° bevice Banxan
Pp
Check

Access Token
for TrustProvider

Banyan Cloud Command Center

Identity Provider Setup Guides

e QOkta
e Azure AD
* Onelogin

SONICWALL

CLOUD SECURE EDGE

© 2026. All rights reserved.

Site generated at YYYYMMDD

Links Guides

Concepts Quick Start Guides
Components Solutions

Release Notes Feature Guides

http://127.0.0.1:4000/docs/securing-public-applications/federated-saas-apps/idp-routed/index.html 2/3


http://127.0.0.1:4000/docs/securing-public-applications/okta/idp-federation/
http://127.0.0.1:4000/docs/securing-public-applications/azure-ad/idp-federation/
http://127.0.0.1:4000/docs/securing-public-applications/onelogin/idp-federation/
http://127.0.0.1:4000/
http://127.0.0.1:4000/docs/intro
http://127.0.0.1:4000/docs/banyan-components
http://127.0.0.1:4000/docs/release-notes
http://127.0.0.1:4000/docs/quickstart
http://127.0.0.1:4000/docs/solutions
http://127.0.0.1:4000/docs/feature-guides

4/15/26,2:59 PM IDP Routed SaaS Applications - SonicWall Cloud Secure Edge Documentation
API| Guide

http://127.0.0.1:4000/docs/securing-public-applications/federated-saas-apps/idp-routed/index.html 3/3


http://127.0.0.1:4000/docs/api-guide

