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Enable SSO authentication to the Command Center via Okta using SAML2.0
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Overview

Admin access to the Command Center can be configured for Okta via the SAML2.0 protocol.
Steps

Please review Okta's guide for additional information.

1. Add “Command Center Application” to your Okta Organization

1.1 Log in to your Okta admin console, and then navigate to Applications and click Add Application.
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Self Service
Security You have 4 apps remaining
Upgrade to add more than 5 apps.
Workflow
Upgrade to a paid plan to create more apps and get more monthly active users.
Reports
Add Application 9 Assign Applications ] More v
Settings
Search
STATUS Banyan TrustProvider
o ACTIVE 1 @ Client ID: 00allkémOtQvQd7c44x7
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Thanks for trying the Okta
free plan. Upgrade to a paid
plan to create more apps
and get more Monthly

Active Users.

Upgrade

1.2 Search for “Banyan” and then select the option Command Center.
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< Back to Applications

Add Application
CATEGORIES
Featured banyan
APl Management 6
Apps 6208 INTEGRATI
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See All Results

CATEGORIES

Core Banking

1.3 On the app overview page, click Add.
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Banyan Command Center

BANYAN
SECURITY

Overview

“ Banyan Security provides a Zero Trust Remote Access Platform that enables employees and third parties to remotely

access on-premise, hybrid, and multi-cloud applications and servers without the need to use VPNs. Okta's
integration with the Banyan allows administrators to authenticate into the Banyan Command Center using single
CATEGORIES sign-on with SAML or OIDC. The integration supports Just-In-Time provisioning so administrators are created in

Banyan automatically
Security Applications

Capabilities

LAST UPDATE

2021-02-25T14:48:17 Access Provisioning

v SAML

1.4 On the General Settings page, select Done.

v
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Add Banyan Command Center

o General Settings

General Settings - Required

General settings

Application label Banyan Command Center All fields are required to add this

application unless marked optional.
This label displays under the app on your home page

Application Visibility Do not display application icon to users

Do not display application icon in the Okta Mobile App

Cancel m

Okta, Inc. Privacy Version 2021.02.2 Status site  Download Okta Plugin Feedback

2. Assign Okta users and/or groups

2.1 Assign the Okta users and/or groups who will access the Command Center.
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Banyan Command Center

M@"
View Logs Monitor Imports

General Sign On Mobile Import Assignments
m ' Convert Assignments Search... REPORTS

5 Current Assignments
Filters Person Type

# Recent Unassignments
People Bobby Power s x

Individual N

Groups bobby+novpntest@banyansecurity.io

SELF SERVICE

You need to enable self
service for org managed apps
before you can use self
service for this app.

Go to self service settings

Requests Disabled

3. Note the Okta IdP Settings and enter them in the Banyan Command Center

3.1 Navigate to the Sign On tab and then right-click the Identity Provider metadata link to note the URL
(which you will enter in the Command Center in step 3.5).

— OO  bobby+novpntest@..
= Okta @ 88 BZnyyanTg;\F:?BgzZOQ e
Q search...

Disable Force

Authentication Never prompt user to re-authenticate.

Preview SAML

SAML 2.0 is not configured until you complete the setup instructions.

View Setup Instructions

Identity Provider metadata is availdple if this application supports dynamic
onfiguration.

Advanced Sign-on Settings

These fields may be required for a Banyan Command Center proprietary sign-on option or general
setting.

Organization name

Please enter your organization name. Refer to the Setup

Instructions above to obtain this value.

Credentials Details

Application username format Okta username v

3.2 Select the Identity Provider metadata link to open the metadata contents in a new browser tab.

3.3 From the metadata contents, note the Entity URL or ID (which you will enter in the Banyan Command
Center in step 3.5).
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This XML file does not appear to have any style information associated with it. The document tree is shown below.

v<md:EntityDescriptor xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata" |entityID= "http://www.okta.com/exk2d5mkm8ecxK8cl4x7">
v<md:IDPSSODescriptor WantAuthnRequestsSigned="false" protocolSupportEnumeration= urn:oasis:names:tc:SAML:2.0:protocol >
v<md:KeyDescriptor use="signing">
v<ds:KeyInfo xmlns:ds="http://www.w3.0rg/2000/09/xmldsig#">
v<ds:X509Data>
<ds:X509Certificate>!

</ds:KeyInfo>
</md:KeyDescriptor>
<md:NameIDFormat>urn:oasis:names:tc:SAML:1.1:nameid-format:emailAddress</md:NameIDFormat>
<md:SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-POST" Location="]
= = — />
<md:SingleSignOnService Binding="urn:oasis:names:tc:SAML:2.0:bindings:HTTP-Redirect" Location='
a = - ————- — we we mem | cE— - C—— >
</md:IDPSSODescriptor>
</md:EntityDescriptor>

3.4 Log into the Banyan Command Center, and navigate from Settings > Identity and Access tab > Admin
tab.

[SEznaN Settings

e ) BanyanClient  Configuration Certificates

Admin End User API Keys

Sign-on Settings

OrgName medisoft

A
£
@ internet Access
o
&

Networks orgIp 0l2a-41b6-85ae-a6al286b4737

= Directory

Sign-On Method Single Sign On - SAML 20 v
@ Settings

Redirect URL (SAML ACS) https; /release bnntest com/api/vl/sso?orgname =medisoft
? GetHelp

IDP Issuer IDP Issuer

IDP Metadata URL IDP Metadata URL

orR

IDP Raw Metadata (XML) <Metadata></Metadata>
Clara Christopher
medisoft

©  Signout 4

3.5 Set Sign-On Method to Single Sign On - SAML 2.0 and then enter the IdP details from Okta:

* For IDP Issuer URL, enter the Entity URL or ID noted in step 3.3.
* For IDP Metadata URL, enter the Identity Provider metadata URL noted in step 3.1.

3.6 Select Update.
3.7 Copy the Org Name, which will be used in step 3.9.
3.8 In the Okta admin console, select the Sign On tab for the Command Center app, then click Edit.

3.9 Scroll down to the Advanced Sign-on Settings and then enter the Org Name noted in step 3.7.
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Identity Provider metadata is available if this application supports dynamic

configuration.

Advanced Sign-on Settings

These fields may be required for a Banyan Command Center proprietary sign-on option or general
setting.

Organization name bobbypasswordless

our-erganization name. Refer to the Setup
Instructions above to obtain this value.

Credentials Details

Application username format Okta username v

Password reveal Allow users to securely see their password

(Recommended)

Password reveal is disabled, since this app is
using SAML with no password.

Sign On Policy

3.10 Select Save.

4. (Optional) Set the Admin Profile in the Org Settings section

By default admins who access the Command Center using SAML are assigned a “ReadOnly” profile. You can
update their profile in the Org Settings section of the Command Center.
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Links Guides

Concepts Quick Start Guides

Components Solutions

Release Notes Feature Guides
API Guide
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