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Overview

Admin access to the Command Center can be configured for Entra ID via the SAML2.0 protocol.
Steps

Please review Azure AD's guide for additional information.

1. Add “Command Center Application” to your Entra ID Gallery

1.1 Log in to your Entra ID Portal, and then navigate to Enterprise Applications and select New application.
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Enterprise applications | All applications

banyandemo - Azure Active Directory

“ New application
Overview

@ overview

X Diagnose and solvg Application type

= Columns

Applications status

[ preview features @ Got feedback?

€ Try out the new Enterprise Apps search preview! Click to enable the preview. —»

Application visibility

| Enterprise Applications
Manage

v‘ |Any

' Any
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All applications

| P First 50 shown, to search all of your applications, enter a display name or the application ID.

¥ application proxy Name

H Common Data Service

Microsoft Teams

B User settings

BR Collections

N Office 365 Exchange Online
Security - =

N Office 365 Management APIs
& Conditional Access

365
€ Consent and permissions Office 365 SharePoint Online

. Office 365 Yammer
Activity

Outlook Groups
-3 Sign-ins
Power Bl Service

fil Usage & insights

Skype for Business Online
W Auditlogs

Homepage URL

http://www.microsoft.com/dynamics/crm

http://office.microsoft.com/outlook/

http://office.microsoft.com/sharepoint/

https://preducts.office.com/yammer/

Object ID

42e75424-dda6-4e1f-90bf-2275...

17d96267-7803-4028-ba5d-b50...
2e7243bc-1997-4d3f-917e-cdob...
286d71fe-a361-44b4-97a8-d957...
8024644c-ebbd-45aa-a71c-d4da...
¢7347bd6-f0d9-42bb-a1b3-e0¢8...
14328b55-faa7-4dcf-bdad-9216f...

436ee846-9e1c-4bf5-b600-349a...

027d8d7b-089c-4493-9a66-b86...

1.2 Search for “Banyan” and then select the Banyan Command Center option.

A search resources, services, and docs (G+/)

Home > banyandemo > Enterprise applications

Browse Azure AD Gallery

+ Create your own application (D) Request new gallery app

D Got feedback?

@ You're in the new and improved app gallery experience. Click here to switch back to the legacy app gallery experience. =

‘P banyan . Single Sign-cn : All

—3 Federated SSO (2 Provisioning

Showing 1 of 1 results

Banyan Command
Center

BANYAN —77
SECURITY

1.3 On the app overview page, select Create.
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User Account Management : All

Categories : All

Application ID

00000007-0000-0000-c000-0000...
cc15fd57-206c-4117-a88¢-83b1...
00000002-0000-0ff1-ce00-0000...
€5393580-f205-4401-95e8-94b7...

00000003-0000-0ff1-ce00-0000...

00000005-0000-0ff1-ce00-0000...

925eb0d0-da50-4604-a19f-bd8...

00000009-0000-0000-c000-0000...

00000004-0000-0ff1-ce00-0000...

admin@banyan

BANYANDEMO (BANYANDE
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Home » banysndemo > Emterprise applications

Browse Azure AD Gallery

Create your own application (1) Bequest new gallery app

t 7 Gat feedback?
10 Vou've in the new and improved app gallery txpenience. Cick are 10 feich back 5 the legacy app gallery expenence

2 barvygan

—E) Federated 550 () Prowisioning

Showing 1 of 1 results

Banyan Command
Center

BANYAN 7

SECURITY &

single Sign-on : All

2. Assign users and groups

2.1 On the Overview page, select 1. Assign users and groups under Getting Started.
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Home > banyandemo > Enterprise applications > Browse Azure AD Gallery

B Banyan Command Center | Overview - X

Enterprise Application

i overview Properties

M ceployment Plan Name (@
Banyan Command Center (8]
Manage )

Application ID @

5176f182-8137-4106-097F-.. [ |
Object I @

&l Roles and administrators {Preview) 40563525-48a2-42ab-be54-.. )

& Users and groups

il Properties

& Owners

Getting Started

3 single sign-on

D Provisioning

€ self-service (] 1. Assign users and groups

—3 2. Set up single sign on

Enable users to sign into their application
using their Azure AD credentials

Provide specific users and groups access

Security 1o the applications

ps Get started

Assign users and gro

% Conditional Access
i Permissions

Q Token encryption

. @ 3. Provision User Accounts ‘_- 4. Conditional Access
Activity G o=
You'll need to create user accounts in Secure access to this application with a
D sign-ins the application customizable access policy.
; B 2arn more Create olicy
Ml Usage & insights
E auditlogs
M Provisioning logs (Preview)
= Access reviews C 5 Self service

Enable users to request access to the
application using their Azure AD
credentials

Get started

2.2 Assign the users and/or groups who will access the Banyan Command Center.

Microsoft Azure P Search resources, services, and docs (G+/) ( : > admin@banyandemo.o.. @&
BANYANDEMO (BANYANDEMO_.. &0

Home > banyandemo > Enterprise applications > Browse Azure AD Gallery > Banyan Command Center

2 Banyan Command Center | Users and groups X

Enterprise Application
« + Add user/group ) <7 Edit W Remove /2 Update Credentials == Columns QO Got feedback?

i Overview

@ The application will appear for assigned users within My Apps. Set 'visible to users?' to no in properties to prevent this. —*
Deployment Plan

| First 100 shown, to search all users & groups, enter a display name.

Manage

Il Properties Display Name Object Type Role assigned
& Owners No application assignments found

&l Roles an@’administrators (Preview)

& Users and groups

2 Single sign-cn

3. Set up single sign on

3.1 In the Command Center, navigate from Settings > Identity and Access tab > Admin tab. Note the
Redirect URL (SAML ACS) in the form of https://net.banyanops.com/sso?
orgname=your_org_name . You will use this value in Step 3.5.

Replace “your_org_name” with your org name used in the Command Center.
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SEouwiy Settings

[ BanyanClient  Configuration  Certificates
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Private Access

Trust

A

£

@ interet Access
o

&% Networks

$E Directory

? GetHelp

Clara Christopher
medisoft

©®  Signout

Redirect URL (SAML ACS)

SPlssuer

IDP Issuer

IDP Metadata URL

Admin End User APIKeys
Sign-on Settings
OrgName medisoft
orgIp 6299fb3-012a-4fb6-85ae-a6a1286b4737
Sign-On Method Single Sign On - SAML 2.0 v

IDP Issuer

IDP Metadata URL

orR

IDP Raw Metadata (XML)

<Metadata></Metadata>

3.2 In the Azure AD Overview page, click 2. Set up single sign on under Getting Started.

e

admin@banyandel

Home > banyandemo > Enterprise applications > Browse Azure AD Gallery

" Enterprise Application

i overview

m Deployment Plan

Manage

il eroperties

& Owners

& Roles and administrators {Preview)
& users and groups

D single sign-on

D Provisioning

€ self-service
Security

% Conditicnal Access
i Permissions

@ Token encryption
Activity

D sign-ins

Usage & insights

E auditlogs
M Provisioning loge (Preview)

IZ Access reviews

Y Banyan Command Center | Overview

Properties

Name @
Banyan Command Center B

Application 1D @

5176f182-8137-4106-997F.. ) |
Object I @

40563525-48a2-42ab-beS4-.. D

Getting Started

[ ] 1. Assign users and groups

Provide specific users and groups access
10 the applications

Q:::)J 3. Provision User Accounts

You'll need to create user accounts in
the appli

C 5. Self service

Enable users to request access to the
application using their Azure AD
credentials

-3 2. Set up single sign on

Enable users to sign into their application
using their Azure AD credentiale

4. Conditional Access

Secure access to this application with 2
customizable access policy.

3.3 Under Select a single sign-on method, select SAML.
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Home > banyandemo > Enterprise applications » Browse Azure AD Gallery > Banyan Command Center

3 Banyan Command Center | Single sign-on

Enterpe :

Select a single sign-on method

i ovenview

[ ceployment Plan

Marage ® Disabled
Single sign-on is not enabled. The user

I Properties won't be able to launch the app from
My Apps.

8B Owrers

& Roles and administrators (Preview)

Users and groups

o &

Single sign-on

D Provisioning % Linked
Link to &n spplicaticn in My Apps
Self-zervice and,or Office 365 application launcher.

&

[a]

Security

% Conditional Access
® Conditional Access

Help me decide

SAML
Rich and secure suthentication fo
applications using the SAML (Sec
Assertion Markup Language) prot

3.4 Under Step 1 Basic SAML Configuration, click Edit.

= Mi

soft Azure B Search resources, services, and docs (G+/)

Home > banyandemo > Enterprise applications > Browse Azure AD Gallery > Banyan Command Center >

Banyan Command Center | SAML-based Sign-on

Enterprise Application
«
i Overview

(@ Deployment plan Set up Single Sign-On with SAML

T Upload metadata file 7 Change single sign-on mode Test this application | < Got feedback?

Manage Read the configuration guide © for help integrating Banyan Command Center.

! properties o

&8 Owners

Basic SAML Configuration

Identifier (Entity ID)

a . - - .
&b Roles and administrators (Preview) Reply URL (Assertion Consumer Service URL)

& users and groups Sign on URL
Relay State
D single sign-on Logout Url

@ Provisioning

C self-service 0 User Attributes & Claims

Security givenname
sumame

& Conditional Access emailaddress
name

&4 Permissions '
Unigue User Identifier

@ Token encryption

Activity e

SAML Signing Certificate

D sign-

2 signins Status

7l Usage & insights Thumbprint
Expiration

& Auditlogs Netification Email

App Federation Metadata Url
Certificate (Base6d)
Certificate (Raw)

Federation Metadats XML

B Provisioning logs (Preview)

I= Access reviews

Required
Required
Optional

op
Optional

& kit
user.givenname
user.sumame
uger.mail
user.userprincipalname
user.userprincipalname
& it

Active

GCEA3TB43ACEODT 10ADSE3296857B251D1FCASCAS

12/20/2025, 12:50:17 PM

admin@banyandemo.onmicrosoft.com
https://login.microsoftonline.com/a6sefa37-1esb-... 0

Download

Download

Download

3.5 Enter the URL copied from step 3.1 for the values below:

* |dentifier (Entity ID)
e Assertion Consumer Service URL

http://127.0.0.1:4000/docs/manage-admins/sso/azure/index.html
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2 search resources, services, and docs (G+/) b 1 ? :::;‘;:ﬁ:‘;"[:::ﬂir:&s"' &
Home » banyandemo > Enterprise applications > Browse Azun BaSiC SAML Conﬁguration x
Banyan Command Center | SAML-bas
Enterprise Application ave

“ T Upload metadata 1
i overview Identifier (Entity ID) * @

. o The default identifier will be the audience of the SAML response for IDP-initiated 550
Deployment Plan Set up Single Sig
Default
Manage Read the configuration
n Properties o || https://net.banyanops.com/api/v1/ssoTargname=richorg /‘ (0] ]
Basic SAML ( |
& Owners
. ) Identifier (Ent  Patterns: hitps://net banyanops.com/apifv1/*
4l Roles and administrators (Preview) Reply URL (As
& Users and groups Sign on URL
Relay State Reply URL (Assertion Consumer Service URL) * ©
D single sign-on Legout Url )
The default reply URL will be the destination in the SAML response for IDP-initiated $50
@ Provisicning
Default
© self-service e User Attribut _
|| https://net.banyanops.com/api/v1/sso?orgname=richorg /‘ ® 0]}
Security givennam | ‘
i surname

% cConditional Access emailaddress  Patterns: httpsi/netb ps.com/2pivl fss0? YOUR_ORG_NAME>

3.6 Save.

4, Verify your User Attributes & Claims

4.1 Cloud Secure Edge (CSE) uses your email address as your username attribute. Verify your User Attributes
& Claims that will be presented to CSE. The Name ID Format should map to Email address or user principal
name.

5. Configure your Org Setting in the Command Center

5.1 In the Azure AD Portal, navigate back to the SAML-based Sign-on configuration page.

5.2 Under Step 3 SAML Signing Certificate, copy the App Federation Metadata Url.
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1 search resources, semvices, and docs (G+/)

Home > banyandemo > Enterprise applications > Banyan Command Center >

Banyan Command Center | SAML-based Sign-on

Enterprise Application

il Overview
Deployment Plan
Manage

Il Properties

Owners

Users and groups
2 singlesign-on

@ Provisioning

i Application proxy

© self-service

Security

% Conditicnal Access

& Permissions

¥ Token encryption
Activity

3 sign-ins

fid Usage & insights

Audit logs

- Provisioning logs (Preview)

I5 Access reviews

5.3 Under Step 4 Set up the Command Center, copy the Azure AD Identifier. This URL should start with

https://sts.windows.net

«

T Upload metadata file

Set up Single Sign-On with SAML

) Change single sign-on mode  i= Test this application

0 Got feedback?

Read the cenfiguration guide of for help integrating Banyan Command Center.

F-
4k Roles and administrators (Preview)
F-

Basic SAML Configuration

Identifier (Entity ID)

Reply URL (Assertion Consumer Service URL)
Sign on URL

Relay State
Logout Url

User Attributes & Claims

Unigue User Identifier

SAML Signing Certificate

Status
Thumbprint
Expiration

& edit

https://preview.console banyanops.com/api/v1/ssoforgna
me=richorg

https://preview.console banyanops.com/api/v1/ssoTargna
me=richorg

Optional

Optional

Optional

& Edit

user.userprincipalname

& Edit

Active

5281AE5253ACSFO6TEBCOB2CFS 145DFCC218C4ES
3/30/2024, 4:01:32 PM

2

httpsi//legin.microsoftenline.com/as58fa37-1e5b-... [

i Email
App Federation Metadata Url
ertificate (Dase:

Certificate (Raw)
Federation Metadata XML

Set up Banyan Command Center

Bonniosa
Download
Download

You'll need to configure the application to link with Azure AD.

Login URL
Azure AD Identifier
Logout URL

View step-by-step instructions

Set up Banyan Cemmand Center

‘ https://legin.microsoftonline.com/a658fa37-1e5b-... Dl

[ ttpsi/sts:windows net/agsaiasr-1esb-dc14-abs... D |

‘ https://legin.microsoftonline.com/a658fa37-1e5b-... Dl

You'll need to configure the application to link with Azure AD.

Login URL

admin@banyandemo.o.
BANYANDEMO (BANYANDE!

https://login.microsoftonline.com/a658fa37-1es5b-... [

I Azure AD Identifier

https://sts.windows.net/a658fa37-1e5b-4c14-abg... [ '

Logout URL

https://login.microsoftonline.com/a658fa37-1esb-... [

View step-by-step instructions

5.4 In the Command Center, navigate from Settings > Identity and Access tab > Admin tab.
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BANYAN i
Ry Settings
e BanyanClient  Configuration  Certificates

Home
Admin End User API Keys

Private Access
Sign-on Settings

OrgName medisoft
Trust

A
2
B internet Access
o
5

Networks Cal)

£= Directory

Sign-On Method Banyan - Username & Password v
£ Settings
? GetHelp
Local Admin Settings
Enable TOTP
Clara Christopher
medisoft
©  Sgout

5.5 In Sign-on Settings, set Sign-On Method to Single Sign On - SAML 2.0.

BANYAN MONITOR = AN SECURE A DIRECTORY & INFRASTRUCTURE

SECURITY

Sign-on Settings

#  Admin Sign-on

&0 Manage Admins

Sign-on Settings
2 App Deploy

B Service Bundles

30d-7565-487c-bd,

L

v Provider

& 0IDC Set
O Device Manager

g8

5.6 Enter the IdP Issuer URL (from step 5.3). The URL should start with https://sts.windows.net

BANYAN
MONITOR + MANAGE SERVICES SECURE ACCESS DIRECTORY & INFRASTRUCTURE RF
SECURITY @ @

Sign-on Settings

| +) Admin Sign-on

Manage Admins

Sign-on Settings
% App Deployment

Org Name richorg

9

Identity Provider
9761e80d-7565-487¢c-b4d7-5773be73a568

& OIDC Settings

Lh Device Manager
R e e e Sign-On Method Single Sign On - SAML 2.0 ~
Q Advanced Settings

Redirect URL https://preview.console.banyanops.com/api/v1/sso?orgname=richorg
Device Scoring DP Issuel https://sts.windows.net/a658fa37-1e5b-4c14-ab83-1b5d55eef34d/
® Remediation

DP Metadata URL https://login.microsoftonline.com/a658fa37-1e5b-4¢14-ab83-1b5d55ee

OR
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5.7 Enter the IDP Metadata URL (from step 5.2). The IDP Metadata URL should start with https://login.

BANYAN MONITOR ~ MANAGE SERVICES  SECURE ACCESS DIRECTORY & INFRASTRUCTURE

SECURITY

Sign-on Settings

4 Admin Sign-on

20 Manage Admins

Sign-on Settings
4 App Deployment

I Service Bundies
richorg

Identity Provider 9761e80d-7565-487c-b4d7-5773be73a568

QIDC Settings

Device Manager Single Sign On - SAML 2.0 v

w 4 » 9

Unregistered Devices
https://preview.console.banyanops.com/api/v1/sso?orgname=richorg

©

Advanced Settings

https://sts.windows-ppe.net/6247032d-9415-403c-b72b-277e3fb612ct

B

Device Scoring

X Remediation P Metadata URL https://login.windows-ppe.net/6247032d-9415-403¢-b72b-277e3fb6f2

CR

CSE will automatically obtain the IdP SSO URL, IdP Entity ID, IdP x.509 Certificate, and other parameters
needed to set up SAML 2.0 with Azure AD.

5.8 Select Update to save the configuration.

6. (Optional) Set the Admin Profile in the Org Settings section

By default admins who access the Command Center using SAML are assigned a “ReadOnly” profile. You can
update their profile and change permissions by navigating to Manage Admins and clicking on the admin user
in the Banyan Command Center.

BANYAN .
SECURITY MONITOR MANAGE SERVICES SECURE ACCESS DIRECTORY & INFRASTRUCTURE @ @ RF

Admin Settings > Manage Admins > &

SAMLtest@banyandemao.io

+) Admin Sign-on

Manage Admins

Admin Settings
% App Deployment

Email SAMLtest@banyandemo.io

@ Identity Provider

& OIDC Settings Name SAMLtest
Lh Device Manager
Profile

? Unregistered Devices rofile ReadOnly )
8 Advanced Settings ReadOnly

Admin
Device Scoring
X Remediation ServiceAuthor

PolicyAuthor

Owner
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